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WEB CONTENT TRUST RATING
PREDICTION USING EVIDENCE THEORY
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Abstract— Social networks are a popular movement on the
web. Trust can be used effectively on the Semantic Web as
annotations to social relationships. In this paper, we present a
two level approach to integrating trust, provenance, and
annotations in Semantic Web systems. We describe an
algorithm for inferring trust relationships using provenance
information and trust annotations in Semantic Web-based
social networks. Then, we present two applications that
combine the computed trust values with the provenance of
other annotations to personalize websites.  The FilmTrust
system uses trust to compute personalized recommended
movie ratings and to order reviews. An open source
intelligence portal, Profiles In Terror, also has a beta system
that integrates social networks with trust annotations. We
believe that these two systems illustrate a unique way of
using trust annotations and provenance to process information
on the Semantic Web.
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I. INTRODUCTION

Tracking the provenance of Semantic Web metadata
can be very useful for filtering and aggregation,
especially when the trustworthiness of the statements is
at issue. In this paper, we will present an entirely
Semantic Web-based system of using social networks,
annotations, provenance, and trust to control the way
users see information.

Social Networks have become a popular movement on
the web as a whole, and especially on the Semantic
Web. The Friend of a Friend (FOAF) vocabulary is an
OWL format for representing personal and social
network information, and data using FOAF makes up a
significant percentage of all data on the Semantic Web.
Within these social networks, users can take advantage
of other ontologies for annotating additional information
about their social connections. This may include the

type of relationship (e.g. ”sibling”, “’significant other”,
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or ”long lost friend”), or how much they trust the person
that they know. Annotations about trust are particularly
useful, as they can be applied in two ways. First, using
the annotations about trust and the provenance of
those statements, we can compute personalized
recommendations for how much one user (the source)
should trust another unknown user (the sink) based on
the paths that connect them in the social network and
the trust values along those paths. Once those values
can be computed, there is a second application of the
trust values. In a system where users have made
statements and we have the provenance information, we
can filter the statements based on how much the
individual user trusts the person who made the
annotation. This allows for a common knowledge base
that is personalized for each user according to who they
trust.

In this paper, we will present a description of social
networks and an algorithm for inferring trust relationships
within  them. Then, we will describe two systems
where  trust is used to filter, aggregate, and sort
information: FilmTrust, a movie recommender system,
and Profiles in Terror, a portal collecting open source
intelligence on terrorist activities.

Il. SOCIAL NETWORKS AND TRUST ON
THE SEMANTIC WEB

Social networks on the Semantic Web are generally
created using the FOAF vocabulary . There are over
10,000,000 people with FOAF files on the web,
describing their personal information and their social
connections . There are several ontologies that extend
FOAF, including the FOAF Relationship Module and
the FOAF Trust Module. These ontologies provide a
vocabulary for wusers to annotate their social
relationships in the network. In this research, we are
particularly interested in trust annotations.

Using the FOAF Trust Module, users can assign trust
ratings on a scale from 1 (low trust) to 10 (high
trust). There are currently around 3,000 known users with
trust relationships included in their FOAF profile.
These  statements about trust are annotations of
relationships. There are interesting steps that can be
taken once that information is aggregated. We can
choose a specific user, and look at all of the trust
ratings assigned to that person. With that information,
we can get an idea of the average opinion about the
person’s trustworthiness. Trust, however, is a
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subjective  concept. Consider the simple example of
asking whether the President is trustworthy. Some
people believe very strongly that he is, and others believe
very strongly that he is not. In this case, the average
trust rating is not helpful to either group. However, since
we have provenance information about the annotations,
we can significantly improve on the average case. If
someone (the source) wants to know how much to trust
another person (the sink), we can look at the
provenance information for the trust assertions, and
combine that with the source’s directly assigned trust
ratings, producing a result that weights ratings from
trusted people more highly

1) Background and Related Work

We present an  algorithm for inferring trust
relationships in social networks, but this problem has
been approached in several ways before. Here, we
highlight some of the major contributions from the
literature and compare and contrast them with our
approach.

There are several algorithms that output trust
inferences, but none of them produce values within the
same scale that users assign ratings. For example, many
rely on eigenvector based approaches that produce a
ranking of the trust worthiness, but the rankings do not
translate to trustvalues in the same scale.

Raph Levin’s Advogato projectalso calculates a global
reputation for individuals in the network, but from the
perspective of designated seeds (authoritative nodes). His
metric composes certifications between members to
determine the trust level of a person, and thus their
membership within a group. While the perspective used
for making trust calculations is still global in the
Advogato algorithm, it is much closer to the methods
used in this research. Instead of using a set of global
seeds, we let any individual be the starting point for
calculations, so each calculated trust rating is given with
respect to that person’s view of the network.

Richardson et. al. use social networks with trust to
calculate the belief a user may have in a statement. This
is done by finding paths (either through enumeration or
probabilistic methods) from the source to any node
which represents an opinion of the statement in
guestion, concatenating trust values along the paths
to come wup with the recommended belief in the
statement for that path, and aggregating those values
to come up with a final trust value for the statement.
Current social network systems on the Web, however,
primarily focus on trust values between one user to
another, and thus their aggregation function is not
applicable in these systems.

2) Issues for Inferring rust

Then two individuals are directly connected in the
network, they can have trust ratings for one another.
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Two people who are not directly connected do not have
that trust information available by default. However,
the paths connecting them in the network contain
information that can be used to infer how much they
may trust one another.

For example, consider that Alice trusts Bob, and
Bob trust Charlie. Although Alice does not know
Charlie, she knows and trusts Bob who, in turn, has

information about how trustworthy he believes Charlie
is. Alice can use in- formation from Bob and her own
knowledge about Bob’s trustworthiness to infer how
much she may trust Charlie. This is illustrated in Figure
1.

To accurately infer trust relationships within a social
network, it is important to understand the properties
of trust networks. Certainly, trust inferences will not be
as accurate as a direct rating. There are two questions
that arise which will help refine the algorithm for
inferring  trust:  how will the trust values for
intermeidate people affect the accuracy of the inferred
value, and how will the length of the path affect it.

Figure 1. An illustration of direct trust values
between nodes A and B (tAB ), and between nodes
B and C (tBC). Using a trust inference algorithm,
it is possible to compute a value to recommend how
much A may trust C (tAC).

Figure 2: This figure illustrates the social network in
the FilmTrust website. There is a large central
cluster of about 450 connected users, with small,
independent groups of users scattered around the
edges.).

We expect that people who the user trusts highly

will tend to agree with the wuser more about the
trustworthiness of others than people who are less
trusted. To make this comparison, we can select

triangles in the network. Given nodes ni, nj, and nk
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, Wwhere there is a triangle such that we have trust
values tij, tik , and tkj, we can get a measure of how

trust of an intermediate person can affect accuracy. Call
A the difference between the known trust value from nij
to nk (tik ) and the value from nj to nk (tik ).
Grouping using several real networks. The first network
is part of the Trust Project, a Semantic Web-based
network with trust values and approximately 2,000
users. The FilmTrust network , see Figure 2, is a
network of approximately 700 users oriented around a
movie rating and review website. We will use FilmTrust
for several examples in this paper. Details of the
analysis can be found in the referenced work, but we
present an overview of the analysis here.

TABLE 1. MINIMUM A FOR PATHS OF
VARIOUS LENGTHS CONTAINING THE
SPECIFIED TRUST RATING.

Trust Value Path Length

2 3 4 5
10 0.953 1.52 1.92 2.44
9 1.054 | 1588 | 1.969 | 251
8 1251 | 1.698 | 2.048 | 2.52
7 1.5 1.958 | 2.287 | 2.79
6 1702 | 2.076 | 2.369 | 2.92

To see the relationship between path length and

trust, we performed an experiment. We selected a
node, ni, and then selected an adjacent node, nj .
This gave us a known trust value tij . We then

ignored the edge from ni to nj and looked for paths
of varying lengths through the network that connected
the two nodes. Using the trust values along the path,
and the expected error for those trust values, as
determined by the analysis of the correlation of trust
and similarity determined in. Call this measure of error
A. This comparison is repeated for all neighbors of nj ,
and for all nj in the network.

For each path length, Table 1 shows the minimum
average A ,(A) These are grouped according to the
minimum trust value along that path.

In Figure 3, the effect of path length can be compared
to the effects of trust ratings. For example, consider the
A for trust values of 7 on paths of length 2. This is
approximately the same as the A for trust values of 10
on paths of length 3 (both are close to 1.5). The A for
trust values of 7 on paths of length 3 is about the same
as the A for trust values of 9 on paths of length 4. A
precise rule cannot be derived from these values because
there is not a perfect linear relationship, and also
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because the points in Figure 3 are only the minimum
A among paths with the given trust rating.

3) TidalTrust: An Algorithm for Inferring Trust

The effects of trust ratings and path length described
in the previous section guided the development of
TidalTrust, an algorithm for inferring trust in networks
with  continuous rating systems. The following
guidelines can be extracted from the analysis of the
previous sections: 1. For a fixed trust rating, shorter
paths have a lower A. 2. For a fixed path length,
higher trust ratings have a lower A. This sec- tion
describes how these features are used in the TidalTrust
algorithm.

4) Incorporating Path Length

The analysis in the previous section indicates that a
limit on the depth of the search should lead to more

accurate results, since the A increases as depth
increases. If accuracy decreases as path length
increases, as the earlier analysis suggests, then shorter

paths are more desirable. However, the tradeoff is that
fewer nodes will be reachable if a limit is imposed on
the path depth. To balance these factors, the path length
can vary from one computation to another. In- stead of
a fixed depth, the shortest path length required to
connect the source to the sink becomes the depth. This
preserves the benefits of a shorter path length without
limiting the number of inferences that can be made.

Minimum Average A Over Paths Containing

35 - a Given Trust Value
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Figure 3: Minimum A from all paths of a fixed
length containing a given trust value. This
relationship will be integrated into the algorithms
for inferringtrust presented in the next section.

5) Incorporating Trust Values

The previous results also indicate that the most
accurate information will come from the highest
trusted neighbors. As such, we may want the algorithm
to limit the information it receives so that it comes from
only the most trusted neighbors, essentially giving no
weight to the information from neighbors with low
trust. If the algorithm were to take information only from
neighbors with the highest trusted neighbor, each node
would look at its neighbors, select those with the highest
trust rating, and average their results. However, since
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different nodes will have different maximum values,
some may restrict themselves to returning information
only from neighbors rated 10, while others may have
a maximum assigned value of 6 and be returning
information from neighbors with that lower rating. Since
this mixes in various levels of trust, it is not an ideal
approach. On the other end of possibilities, the source
may find the maximum value it has assigned, and limit
every node to returning information only from nodes
with that rating or higher. However, if the source has
assigned a high maximum rating, it is often the case
that there is no path with that high rating to the sink.
The inferences that are made may be quite accurate, but
the number of cases where no inference is made will
increase. To address this problem, we define a variable
max that represents the largest trust value that can be
used as a minimum threshold such that a path can be
found from source to sink.

6) Full Algorithm for Inferring Trust

Incorporating the elements presented in the previous
sections, the final Tidal Trust algorithm can be
assembled. The name was chosen because calculations
sweep forward from weights to calculate a weighted
average rating. Because the inferred trust values reflect
how much the user should trust the opinions of the
person rating the movie, the weighted average of movie
ratings should reflect the user’s opinion. If the user has
an opinion that is different from the average, the rating
calculated from trusted friends who should have similar
opinions should reflect that difference. Similarly, if a
movie has multiple reviews, they are sorted according
to the inferred trust rating of the author. This presents
the reviews authored by the most trusted people first to
assist the user in finding information that will be most
relevant.

@ values over minimum da

o 0s 1

[ e Trust-based Recommendation (er) 4 ACF-based Recommendation (2¢) —mSimple Average (2a) |

Figure 4: A user’s view of the page for A
Clockwork Orange,” where the recommended rat-ing
matches the user’s rating, even though 38a is very high
(da = 2.5).).

7) Site Personalization: Movie Ratings

One of the features of the Film Trust site that uses
the social network is the “Recommended Rating”
feature. As figure 4 shows, users will see this in addition
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to the average rating given to a particular movie.

The trust values are used in conjunction with the
Tidal Trust algorithm to present personalized views of
movie pages. When the user chooses a film, they are
presented with basic film data, the average rating of the
movie, a personalized recommended rating , and the
reviews  written by  users. The personalized
recommended rating is computed by first selecting a
set of people who rated the movie. The selection process
considers trust and path length; details on how this set
of people are chosen are provided in [5]. Using the trust
values (direct or inferred) for each person in the set
who rated the movie as a weight, and computing the
weighted average rating. For the set of selected nodes S,
the recommended rating r from node s to movie m is
the average of the movie ratings from nodes in S
weighted by the trust value t from s to each node:

b taiTim

= iz &

Tam (23

'

je § Toi
This average is rounded to the nearest half star, and
that value becomes the “Recommended Rating” that is
personalized for each user.
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Figure 5: The increase in § as the minimum 3da is
increased. Notice that the  ACF-based
recommendation (8cf) closely follows the average (éa).
The more accurate Trust-based recommendation (8r)
significantly outperforms both other methods.

As a simple example, consider the following: Alice
trusts Bob 9 Alice trusts Chuck 3 Bob rates the
movie >Jaws” with 4 stars Chuck rates the movie

”Jaws” with 2 stars Then Alice’s recommended rating
for ”Jaws” is calculated as follows:
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For each movie the user has rated, the recommended
rating can be compared to the actual rating that the
user as signed. In this analysis, we also compare the
user’s rating with the average rating for the movie,
and with a recommended rating generated by an
automatic collaborative filtering (ACF) algorithm. There
are many ACF algorithms, and one that has been well
tested, and which is used here, is the classic user-to-user
nearest neighbor prediction algorithm based on Pearson
Correlation. If the trust-based method of calculating
ratings is best, the difference between the personalized
rating and the wuser’s actual rating should be
significantly smaller than the difference between the
actual rating and the average rating.

Login Reglister

Profiles In.

TERROR

This is a Semantic Web Research site. Some informatien on this site may not have been verified.

Home ’m‘PenpleHu. HEH.' i
Abu Mazen

| | Brnwse‘ ‘ C ‘ ‘ Search |

Date of Birth
Given Name

1935

Mahmoud Abbas
Abu Mazen
Safed

Nickname
Place of Birth

participated in event ,05

X

Asserted by: Aaron Mannes

leader | Fatah, TerroristOrganization24

Edit

Figure 6: A sample page from the PIT portal
illustrating provenance information for a statement, as
well as probabilities.

On first analysis, it did not appear that that the
personalized ratings from the social network offered
any benefit over the average. The difference between
the actual rating and the recommended rating (call this
dr) was not statistically different than the difference
between the user’s actual rating and the average rating
(call this 6a). The difference between a user’s actual
rating of a film and the ACF calculated rating (dcf ) also
was not better than da in the general case. A close
look at the data suggested why. Most of the time,
the majority of users actual ratings are close to the
average. This is most likely due to the fact that the
users in the FilmTrust system had all rated the AFIl Top
50 movies, which received disproportionately high
ratings. A random sampling of movies showed that
about 50% of all ratings were within the range of the
mean -+/- a half star (the smallest possible increment).
For  users who gave these near mean rating, a
personalized rating could not offer much benefit over the
average.
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I11. CONCLUSIONS AND FUTURE WORK

In this paper, we have presented a two level approach
to integrating trust, provenance, and annotations in
Semantic Web  systems.  First, we presented an
algorithm  for computing personalized  trust
recommendations using the provenance of existing trust
annotations in social networks. Then, we introduced two
applications that combine the computed trust values
with  the  provenance of other annotations to
personalize websites. In Film Trust, the trust values
were used to compute personalized recommended movie
ratings and to order reviews. Profiles In Terror also has
a beta system that integrates social networks with trust
annotations and provenance information for the
intelligence information that is part of the site. We
believe that these two systems illustrate a unique way of
using trust annotations and provenance to process
information on the Semantic Web.
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