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Abstract: - — Cyberbullying (CB) is becoming more common on social media platforms. With the popularity and broad use of social media

by people of all ages, it is critical to make these platforms more secure from cyberbullying. Increased social networking, on the other hand,
frequently has negative societal implications, leading to issues such as online abuse, harassment, cyberbullying, cybercrime, and trolling.
SVM and Naive Bayes were used to find CB in a social media network. Its purpose is to construct and develop an effective technique for
identifying online abusive and bullying statements using natural language processing and machine learning.
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1. INTRODUCTION

The wide emergence of social media leads to a considerable
growth in the usage of the social networking sites. This
promotes an increase in communication between millions of
people without any barrier of distances. Nearly every people
in the world have profile on any of the social networking
sites like Twitter, Facebook, Linked In, Google etc. The
psychology behind this is that it is difficult to connect
with  people geographically but it is easier to connect
digitally. The risk in social networking sites is entirely
depending on the amount of information in which people
share. It is clear that if the users share more information
without considering the privacy and security then it may
leads to a great vulnerability. The users of online social
networks can create small virtual group inside the
network. These virtual structures are called social network
communities. Members of a social network community may
not be known each other. They come under one cluster or
community because of similar interest, opinions, views etc.
In this scenario the trust is the major problem. Because there
can be chance for spammers or anomalous people within the
members of the group. Initially they may act as trusted
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users and make this trust as an opportunity to perform
unacceptable activities which will affect risk factor of using
social networks. So it is also important to detect spamming
activities inside the social network communities. This study
is all about different anomaly detection methods and spam
detection in social networking sites. Social networks can be
represented as a graph consists of vertices and edges
where vertices or nodes are the users and edge shows
the relationship between them. Among these nodes some
may possess unusual behavior when compared to other

nodes. These nodes are called anomalies or anomalous
nodes. That is something that deviates from the standard
behavior or normal expectation is the anomalies.

Anomalous users refer to the people who are deviating from
the normal user behavior. Initially the anomalous nodes
behaves like a normal legitimate user but after gaining the
trust and acceptability it starts performing unlawful activities
which leads to serious security threats. Detection of
anomalous activities is one of the key are as in the research
of social network analysis. Irrelevant or uninvited messages
sent over the Internet which aims to reach typically a large
number of users, for the purposes of advertising are known as
spam messages. Nowadays there is a considerable increase in
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the growth of usage of SNS. The high click rate and the
effective message propagation make social media as an
attractive platform for spammers. Increase in spamming
activities affects the people who are using social media
adversely. So detection of anomalies and spam messages
have equal importance in social network analysis. Most
of the existing methods deal with the detection of anomalous
users or spam nodes. But it is not a efficient method. Because
the attackers can create multiple account and continue
performing malicious activities.

1.1 Obijectives of the project

e Support intended for educating: social network
systems are improved to keep social gatherings and
also improves causal astuteness for the new users so
that this helps in expanding for education in social
groups.

e Support given for individuals in a community: social
network systems utilize every individual from
community not only who are engaged with work but
also informal organizers to enhance the network on
training.

e Engaging through informal: inactive usage of new
users also gives significant utilization inside the group
and also criticizes the institutional administrations that
gives assessment for moral concerns.

e Ease to access the information and presentations: The
ease of use of various long ranges interpersonal
communication administrations can offer points of
interest to customers.

e Systematic boundary: A potential benefit of new
organizations is usual crossing point pass through
work/social boundaries. So such directions are
frequently used in close to home boundary Interface by
the manner in which the direction naturally points the
line, along these lines preventing the making and
boosting predictable are misused by the directors in
expert committee. In the same manner the boundary
for every user who wish to have same limits in work
and social networks are illustrated as

1.2 Project Description

Irrelevant or unsolicited messages which send over the
internet in order to destroy the normal communication are
referred to as spamming messages. Usually spam messages
are sent as bulk messages which target a large number of
users. Spamming messages need not be sent by human
individuals it can be generated from the third party tools such
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as machines. Because it is difficult for an intruder to
manage multiple account and send these kinds of message.
This is done for avoiding early detection of spammers. A
large number or variety devices such as mobiles, laptops,
tablet computers desktop computers comes into popular there
by use of social networking is also increased. Spamming can
be spread to new technologies rapidly. Micro-blogging
services like twitter became a prominent platform for many
activities like campaigning. Spam promoting campaigns are
need to be detected.

Il. SYSTEM ANALYSIS
2.1 Existing System

The concept of Digital Media Marketing has become very
popular in the recent times mainly because of the increasing
use of social media by more and more people day by day.
With the growing usage of social media platforms, the digital
media marketing importance has increased over the time.
Hence, there are a number of marketing tools that helps the
marketing agencies to target users and sell their products and
services. There exists a number of applications that provides
analysis of the social media usage. A good example of such a
system is Google Analytics, Face book Insight and Audience
Insights by Twitter. Google Analytics tracks down the
activities of a website where as Face book or Twitter
Analytic Tool use social science and computer science
together to show the valuable insights gathered from
stakeholders and use the same for business development
decisions. Spam is a problem throughout the Internet, and
Twitter is not immune. In addition, Twitter spam is much
more successful compared to email spam. Various methods
have been proposed by researchers to deal with Twitter
spam, such as identifying spammers based on tweeting
history or social attributes, detecting abnormal behavior, and
classifying tweet-embedded URLSs.

2.2 Proposed System

The proposed system aims at utilizing the data collected from
the three of the most popular social media platforms that are
Face book. The users would be classified into different
Trending Keyword based categories. Using Deep Neural
Network Algorithm Trend keyword classification occurs,
then the user will targeted for Marketing based on Trend
Result. The system aims to investigate the utility of linguistic
features for detecting the spam twitter accounts and tweets.
We take a supervised approach to the problem, but leverage
existing hash tags in the Twitter data for building training
data.
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I1l. METHOD
3.1 SVM Algorithm

SVM (Support Vector Machine) is a common Supervised
Learning technique for Classification and Regression.
However, it is most commonly employed in Machine
Learning for Classification issues.

The SVM algorithm's purpose is to find the optimal line or
decision boundary that can divide n-dimensional space into
classes so that fresh data points may be readily placed in the
proper category in the future. A hyperplane denotes the
optimal choice boundary.

The hyperplane is created using SVM, which selects the
extreme points/vectors. Support vectors are the extreme
situations, and the Support Vector Machine technique is
named after them. Consider the figure below, which shows
two different types of classifications.
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Figure 1: Support Vector Machine
3.2 NAIVE BAYES ALGORITHM

The Naive Bayes method is a supervised learning technique
for addressing classification issues that is based on the Bayes
theorem.

It is mostly utilised in text classification tasks that need a
large training dataset.

The Nave Bayes Classifier is a simple and effective
classification method that aids in the development of rapid
machine learning models capable of making quick
predictions.

It's a probabilistic classifier, which means it makes
predictions based on an object's likelihood.
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Spam filtration, sentiment analysis, and article classification
are all common uses of the Nave Bayes Algorithm.

IV. TESTING TECHNIQUES

Software testing is a critical element of software quality
assurance and represents the ultimate review of specification,
design and code generation. At the time of developing the
code and executing the code, he list of errors are identified
(both syntax and semantic) and corrected. After the system
designed, code is written, there is usually a procedure in
place for testing the system for bugs, performance and
reliability. System Testing is an important phase. Testing
represents an interesting anomaly for the software. Thus a
series of testing are performed for the proposed system
before the system is ready for user acceptance testing. A
good test case is one that has a high probability of finding an
as undiscovered error. A successful test is one that uncovers
an as undiscovered error.

4.1 BLACK BOX TESTING

Black box testing is defined as a testing technique in which
functionality of the Application under Test (AUT) is tested
without looking at the internal code structure,
implementation details and knowledge of internal paths of
the software. This type of testing is based entirely on
software requirements and specifications. In Black Box
Testing we just focus on inputs and output of the software
system without bothering about internal knowledge of the
software program.

4.2 WHITE BOX TESTING

White box testing is a software testing method in which the
internal structure/design/implementation of the item being
tested is known to the tester. The tester chooses inputs to
exercise paths through the code and determines the
appropriate outputs. Programming know-how and the
implementation knowledge is essential. White box testing is
testing beyond the user interface and into the nitty-gritty of a
system.

4.3 UNIT TESTING

The goal of unit testing to separate each part of the program
and test that the individual parts are working correctly and as
intended. While performing unit tests, application code
functions are executed in a test environment with sample
input. The output obtained is then compared with the
expected output for that input. If they match the test passes.
If not it is a failure. Unit tests are great for confirming the
correctness of the code. Let’s take a look at a sample
algorithm that illustrates the concept.


http://softwaretestingfundamentals.com/software-testing-methods/
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V.SYSTEM IMPLEMENTATION

Implementation is the final stage of the project where the
theoretical design is turned in to working design. It is the key
stage in achieving successful system, since it involves much
upheaval in the employee of the company. Implementation is
carefully planned. The executive are trained fully about the
calculation part of the system before use. The system test in
implementation confirms that all is correct and shows the
user that the system works. This involves training the end
user in the office, system testing by the user and
implementation. The term implementation has different
meaning, ranging from the conversion of a basic application
to a complete replacement of a computer system.
Implementation is used here to mean the process of
converting a new or a revised system design into an
operational one.

5.1 PHYSICAL DESIGN
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Figure -2: PHYSICAL DESIGN

VI. CONCLUSION

In this System, Classifier based approach is given to solve
the detection of spam messages. A classification model is
mainly based on machine learning algorithm which gives the
output in the form of binary value. Here the feature
extraction is important phase of project to add more benefits
to the system. A performance evaluation is carried out on a
large dataset which includes around 600 tweets to identify
the spammer also system helps to categories the spam and
non spam message.
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VII. FUTURE ENHANCEMENT

Spammer Detection has strong commercial interest because
companies or individuals want to improve the security on
social media. In future the picture message and location for
detecting spammer. Enhancing the detecting model by
considering other features and applying network analyzing to
improve accuracy in the model.
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